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EXECUTIVE SUMMARY 

This is the 30th report of early indicators and trends (the Trends Report) by the Quantum Planning 
Group (QPG) to WECC and the Scenario Development Subcommittee (SDS), and the first to be 
published quarterly.  This report is a transition report in that it is the first based on the new WECC 
2018-2038 Scenarios, and thus is built around the Key Drivers and factors raised in those scenarios.  
Since Early Indicators (EIs) for the new scenarios are yet to be established, this report focuses 
primarily on how trends are developing and emerging in the Western Interconnection, the US, 
Canada, and globally that affect the Key Drivers. 

 We think an important point that arises from this report is that all of the new scenarios and the Water 
Climate Scenario (which we are continuing to follow) represent plausible potential future 
developments for the Western Interconnection.   

Looking across the entire set of drivers, we think events are occurring (and may occur in the future) 
which can lead to significant developments that impact electric reliability in the Western 
Interconnection.  Significant uncertainties remain, and risks and opportunities to meet the needs 
for electric reliability in ways that differ from the past may emerge.  The ongoing work of this report 
is to contribute to WECC and SDS efforts to analyze those uncertainties on behalf of its members as 
set forth in the SDS Charter. 
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INTRODUCTION 

This is the 30th report of early indicators and trends (the Trends Report) by the Quantum Planning 
Group (QPG) to WECC and the Scenario Development Subcommittee (SDS). This report is the first 
report to be published quarterly, as opposed to the 29 previous monthly reports, and will be 
delivered on the 7th day of the month following the end of each calendar quarter. Trend 
identification and analysis in these reports are done by review of media and industry reports by 
WECC members, WECC staff, and QPG consultants.   

A new set of WECC year 20 scenarios covering 2018 through 2038, was created by the SDS during 
the first half of 2018.  This quarterly report is a review of trends and events impacting the new 
WECC 2018-2038 Scenario’s Key Drivers, is a transition report.  From this report forward, 
significant events in the EPS (Event-Pattern-Structure) format (see the Early Indicators section 
below) will be related directly to the four new 2018-2038 WECC Scenarios, as well as to Key Drivers 
and Early Indicators.  A preliminary draft text of those scenarios can be found here. 

As in past Trends Reports (found here), this report attempts to cover significant developments in 
the Western Interconnection, the US, and the world at large around major trends and uncertainties 
that might influence the electric power industry and grid reliability in the Western Interconnection.  
The report provides the SDS, WECC staff and WECC members a method for continuous learning and 
assessing events that might have significant meaning for how electric reliability is met. 

We think an important point that arises from this report is that all of the new scenarios and the Water 
Climate Scenario (which we are continuing to follow) represent plausible potential future 
developments for the Western Interconnection. 

Monitoring and assessing ongoing developments in the electric power market on issues, events, and 
trends that could affect system reliability is part of the SDS charter, and is a major work product of 
the SDS (along with Year 20 scenario development).  WECC scenarios play a key role in this process 
by providing an initial definition of issues of concern based on the scenario key drivers, and by 
creating a specific set of early indicators for each scenario.   

Early Indicators 
The scenario narratives suggest key developments and events that might occur which will be 
consistent with the expectations and rationale of each scenario’s story.  Of course, scenarios are not 
intended to accurately predict the future precisely, but to give the user a way to understand and 
interpret events as they unfold.  By surveying events as they unfold through reviewing a wide range 
of media and industry reports, some events may indeed be closely related to elements in the 
scenario narrative.  Therefore, as the narratives are finalized, four to eight areas are normally found 
where potential events might resonate and align with the ideas in each scenario.  Those four to eight 
areas can be defined and used as early indicators (EIs) of movement toward one or more of the 
scenario futures. 

 WECC’s Event, Pattern, and Structure tool – the EPS tool – available for SDS members on the WECC 
website, is utilized to capture events as they unfold, and can be related to one or more scenarios, 
early indicators (EIs), and Key Drivers. The early indicators and EPS for each scenario will be used 
in the ongoing trend analysis work and in these quarterly reports.  

As of the date of this report, SDS members have not established a final set of early indicators related 
to the current 2018-2038 WECC Scenarios.  As soon as that is accomplished, the EPS tool will be 

https://www.wecc.biz/Lists/WECCMeetings/DispForm.aspx?ID=13615
https://www.wecc.biz/SystemAdequacyPlanning/Pages/Scenario-Planning.aspx
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modified for the 2018-2038 scenarios, and we can begin submitting events as EPS for use in our 
future reports.  The links to previously submitted EPS and articles in this are hot, and when clicked 
will take the reader to an EPS or the referenced article. 

We anticipate that a final set and the EPS tool revisions will be in place by the next version of this 
report and included in the analyses which will be produced in the 3rd quarter of 2018 (to be 
published on October 7 2018).  This report will review trends and developments by focusing on the 
Key Drivers on which the 2018-2038 Scenarios were built.  In future reports (as in past reports) 
both the Key Drivers and Early Indicators will be used to assess key development and trends. 

Key Drivers 
Driving Forces is a term of art in the scenario process, but it essentially means the list of issues and 
factors - the Key Drivers - that the group thinks can have an influence on the future being planned 
for; in this case, the future of reliable electricity markets in the Western Interconnection.  Key 
Drivers are an essential part of good scenario development because they identify the main factors 
influencing the futures described in the scenario narratives.  Each narrative, or story about the 
future, must address each of the Key Drivers through the time frame of the scenario (beginning, 
middle and end periods).  This allows internal consistency within and across the various scenarios. 
It gives the scenario development team some tools with which to fashion the scenario narratives to 
be logically consistent and substantive.  

The Key Drivers are an essential tool in seeking to shed light on the Focus Question of the scenarios:     

How might customer demand for electric services in the Western Interconnection evolve as 
new technologies and policies create more market options, and with that, what risks and 
opportunities may emerge for the power industry in sustaining electric reliability?  

There are a number of keywords in this question, especially: customer demand, Western 
Interconnection, new technologies; policies, market options, risks, opportunities, and sustaining 
electric reliability.  Based on this focus, drawing from interviews with SDS members, and reviewing 
the ongoing trends and analysis reporting, the following items were agreed to as the Key Drivers  
(Driving Forces Report found here) for the 2018-2038 WECC Scenarios and will be used in this and 
future trends reports: 

1. Changes in State and Provincial electric energy market policies  
2. Changes in Federal electric energy market policies  
3. Evolution of customer-side energy supply technology and service options  
4. Changes in the character and shape of customer demand for electric power  
5. Changes in utility-scale power supply options  
6. Changes in State and Federal electric system regulations for reliability  
7. Evolution of climate change and environmental issues on electric power service  
8. Evolution of fuel markets in the electric power sector  
9. Shifts in the cost of capital and financial markets  
10. Economic growth within the Western Interconnection  
11. Worldwide developments in the electric power industry  
  

https://www.wecc.biz/Administrative/SDS%202018%20Driving%20Forces%20Report.pdf
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RECENT TRENDS FOR CONSIDERATION 

Shown below is the organizing matrix for the 2018-2038 WECC Scenarios.  This matrix, selected by 
SDS members in the process of creating the scenario narratives, posits that uncertainties around the 
direction of state and provincial energy policies and customer adoption of new energy service 
options are very important in understanding the evolution of customer demand for electric power 
and services, and the risks and opportunities in meeting electric reliability in the Western 
Interconnection.  

This does not mean that the other key drivers are unimportant.  All key drivers will be monitored for 
key developments.  The two drivers which establish the matrix were seen by members as both 
highly important and highly uncertain.   In that light, for this transition report we will start with the 
key developments and trends in those two areas and then comment on the others. 

Figure 1: The Scenario Matrix 

 

Recent events and trends for the Key Drivers follow. 
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Direction of State & Provincial Energy Policy 
States and provinces set policies which directly impact how electricity markets function within their 
areas of jurisdiction and influence regional patterns as well. How electricity supply and demand are 
met is governed in large part by the policies set by the individual States and Provinces. This includes 
rules that govern markets in places like California and Alberta where formal markets are in place to 
procure services such as imbalance energy and ancillary services. This includes also policies on cost 
recovery for plant investment in utility rates, renewable portfolio standards, climate change 
policies, rules governing the use of local distribution systems, and much more. 

Intensifying Debate - In the first part of 2018 and in recent months, we are seeing an intensifying 
debate at State and Provincial levels in the Western Interconnection about how to economically and 
fairly (in terms of rate and cost impacts on customers) integrate distributed energy resources and 
what role regulated utilities should play in the market versus competitive free market companies 
who want to own distributed energy resources.  Policy deliberations in this area cover a wide range 
of issues such as rate design, capital cost recovery, use of pilot/demonstration projects, impact on 
renewable energy development and more.   

We do not see a shared comprehensive policy direction across the Western Interconnection as States 
and Provincial have significantly different conditions in their markets as well as historical factors that 
need to be accounted for (i.e., hydropower issues, land use, etc.).  We are suggesting the following links 
for SDS members as ways to become familiar with some of the key issues under debate. 

1. Utility Dive: Can California avert new gas plants with distributed resources? SoCal Ed offers 
a test case 

2. California Energy Commission: California Energy Commission Funds Two Micro Grid 
Projects 

3. Green Tech Media: FERC’s New Ruling May Set Reliability Back into Hands of State 
Regulators - See our discussion below in the section on changes in Federal Energy Policy 

4. Los Angeles Times: California regulators approve mandate for solar panels on new houses 

Customer Adoption of Energy Service Options 
In discussing customer adoption of energy service option (customer choice) in the WECC Scenarios, 
we are inclusive of products and services that may be used by all segments of energy customers, 
large and small, urban or rural, etc.   We see this area essentially combining two of the key drivers 
(evolution of customer-side energy supply technology and service options and changes in the 
character and shape of customer demand for electric power).  In light of the uncertainty around this 
driver, the SDS is still unsure about how to segment energy customers into categories that will hold 
over the long term.  At this writing the broader issue around customer choice and just how it will be 
implemented across the Western Interconnection have not been resolved. 

We encourage a wide range of scanning for developments in this emerging area as it can be 
influenced by a wide range of factors including technology development, shifts in customer values, 
policy support or discouragement and other factors that may surprise us as they emerge. 

California Debates How to Handle Customer Choice - The most robust and inclusive debate on 
customer choice is playing out in California, and can serve as a not only an indicator of how 
customer choice may develop, but also an overall view of the numerous issues involved. Some key 
materials for SDS members and readers to become familiar with developments in this include: 

https://www.utilitydive.com/news/can-california-avert-new-gas-plants-with-distributed-resources-socal-ed-of/526400/
https://www.utilitydive.com/news/can-california-avert-new-gas-plants-with-distributed-resources-socal-ed-of/526400/
https://www.energy.ca.gov/releases/2018_releases/2018-06-13_microgrid_projects_nr.html
https://www.energy.ca.gov/releases/2018_releases/2018-06-13_microgrid_projects_nr.html
https://www.greentechmedia.com/articles/read/how-fercs-new-ruling-is-upending-the-countrys-biggest-capacity-market#gs.RVUEWRA
https://www.greentechmedia.com/articles/read/how-fercs-new-ruling-is-upending-the-countrys-biggest-capacity-market#gs.RVUEWRA
http://www.latimes.com/business/la-fi-solar-panels-20180509-story.html
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1. California Public Utility Commission customer choice forums and deliberations: 
• Utility Dive: As California customer choice expands, are reliability and affordability at 

risk? 
• California PUC: California Customer Choice White Paper – The Green Book 
• As California Energy Markets Modernize, Regulators Worry About Repeating the Past. 

Sacramento Bee, Utility Dive, CAPUC, May 3, 2018 

Customer choice in retail electricity has been around since the 1990s, and with varying degrees of 
success, motivated by the expectation that substantial benefits were available through increased 
competition at the wholesale level – that is, in power sales among generators and utilities for resale 
to ultimate retail consumers. These expected benefits were of two types.  

Lesson Learned - First, competition in generation services would induce technological and 
management improvements in power production that would reduce generation costs and improve 
generators’ performance. Second, the breaking down of barriers to trade among utilities and other 
wholesale market participants would foster competitive power trading that would substitute 
relatively cheap electricity for relatively expensive generation. The most comprehensive study of 
customer choice programs and their impacts is from the Electric Markets Research Foundation 
(EMRF): 

1. Electric Markets Research Foundation: Retail Choice in Electricity: What Have We Learned 
in 20 Years? 

Customer Market Research - Customers are seen as driving a push towards high levels of energy 
services, enabled by new and innovative technologies.  A recent study by the Smart Grid Consumer 
Collaboration and summarized by Green Tech Media presents a survey of retail customer and 
breaks them down into three broad groups: always engaged, rarely engaged and selectively 
engaged. Within those segments, the report identified five sub-groups: Green Champions, Movers 
and Shakers, Technology Cautious, Savings Seekers and Status Quo. 

The study goes on to identify those sub-groups who would be likely to push for higher levels of 
energy services: 

2. Green Tech Media: What Electricity Customers Might Drive a Push Towards Higher Levels of 
Energy Services? 

3. Smart Grid Consumer Collaboration:  Consumer Pulse and Market Segmentation Study–
Wave 6, June 2017 

EVs - Utilities across the US have targeted electric vehicles (EVs) as a way EVs to offset continuing 
flat electricity demand in the coming 10-20 years.  A new look at the current status of EV sales 
across the country indicates this tactic may not deliver as expected: 

4. Electrified vehicles continue to see slow growth and less use than conventional vehicles 

Is Blockchain the Answer for Increased Energy Services?  There has been a lot of discussion and 
debate about the use of Blockchain technology within energy markets, with some suggesting that it 
would be a key enabler in the ability of new customer choice energy services to enter the retail 
electricity markets. This technology is in its early stages of testing and application, and the following 
article sheds light on the status and considerations for the technology as applied to retail electricity 
markets.  

https://www.utilitydive.com/news/as-california-customer-choice-expands-are-reliability-and-affordability-at/526906/
https://www.utilitydive.com/news/as-california-customer-choice-expands-are-reliability-and-affordability-at/526906/
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0ahUKEwjD-Pf6zqncAhXmlFQKHTNhAO4QFgg5MAE&url=http%3A%2F%2Fwww.cpuc.ca.gov%2FuploadedFiles%2FCPUC_Public_Website%2FContent%2FUtilities_and_Industries%2FEnergy_-_Electricity_and_Natural_Gas%2FCCC%2520Paper.pdf&usg=AOvVaw05Fx7y1CkxkWknb5DIrZ4T
http://www.sacbee.com/opinion/california-forum/article210375164.html
https://www.utilitydive.com/news/as-california-energy-markets-modernize-regulators-worry-about-repeating-th/522867/?utm_source=Sailthru&utm_medium=email&utm_campaign=Issue:%202018-05-07%20Utility%20Dive%20Newsletter%20%5Bissue:15207%5D&utm_term=Utility%20Dive
http://www.cpuc.ca.gov/customerchoice/
http://www.emrf.net/uploads/3/4/4/6/34469793/emrf_retail_choice_release_2-14-16.docx%20-
http://www.emrf.net/uploads/3/4/4/6/34469793/emrf_retail_choice_release_2-14-16.docx%20-
https://www.greentechmedia.com/articles/read/survey-what-electricity-customers-really-want
https://www.greentechmedia.com/articles/read/survey-what-electricity-customers-really-want
https://smartenergycc.org/research/secc-research/sgccs-consumer-pulse-and-market-segmentation-study-wave-6-summary/
https://smartenergycc.org/research/secc-research/sgccs-consumer-pulse-and-market-segmentation-study-wave-6-summary/
https://www.eia.gov/todayinenergy/detail.php?id=36312&src=email
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5. Green Tech Media: Is Blockchain the Right Tool to Fix a Broken Competitive Retail Electricity 
Market? 

Changes in Federal electric energy market policies 
 The U.S., Canadian and Mexican national governments set policies that have national impacts on 
electric energy markets. In terms of electric service reliability, the very foundation of WECC itself is 
an example of this. Entities such as the FERC, NERC, the DOE, and other federal agencies that 
oversee nuclear power, oil and gas development, coal development, and environmental standards 
are among those which can have great influence on the evolution of electricity markets and on the 
ways in which electricity services are delivered aside from market rules. Federal laws on consumer 
protection, taxes and other areas can also have an influence on the evolution and nature of electric 
customer demand. 

Administration Policy Continues - During the first half of 2018 and continuing from 2017 with the 
incoming Trump Administration it is fair to say that U.S. Federal policy has indicated a preference 
for restraining (if not reversing) strong actions to address climate change concerns related to 
emissions in the power sector.  The long-term impact and effectiveness of this shift in the Western 
Interconnection is unclear in light of legal pushback from some States and continued policy 
preferences within the larger States to address climate change issues.  Private industry also appears to 
be continuing investments toward cleaner power alternatives so that the impact of shifting Federal 
policies may be muted. 

FERC Defers to States - As noted in the State/Provincial Policy driver above, with the FERC decision 
on June 29th related to approving tariffs within the Pennsylvania, Jersey Maryland (PJM) electricity 
market (see here),  Federal policy appears to have put states in the central position of determining 
which assets, based on state policy objectives, should have preferred positions in meeting power 
needs for electric reliability. 

The decision is new and complex and may be subject to further review by state leaders (FERC has 
given 60 days for comments), so we are cautious in suggesting its full meaning.  We are also unclear 
about whether this decision affects markets outside of the PJM.  Key points in the decision however 
seem to be the following: 

• Market prices for capacity can be distorted by giving preferences to particular sources of 
supply. 

• FERC wants PJM to have a market structure that has more integrity based on competitive 
sources of supply from out of market suppliers. 

• FERC may support more bilateral contracts into capacity markets if approved by state 
bodies. 

We will follow this significant ruling and report more on this as the 60 day comment period makes 
the issue more clear. 

FERC Opens Door to More Storage - The Federal Energy Regulatory Commission‘s (FERC) April 19 
2018 revision of its large generator interconnection agreement by FERC Order 845 are easily 
overlooked provisions that could benefit energy storage providers. For energy storage, the most 
obvious change in Order 845 is that it revises the definition of generating facility to explicitly 
include electricity storage. But the scope of 845 is much wider than energy storage. It revises 
interconnection rules and protocols for any generator larger than 20 MW. 

https://www.greentechmedia.com/squared/read/can-blockchain-fix-the-broken-competitive-retail-electricity-market
https://www.greentechmedia.com/squared/read/can-blockchain-fix-the-broken-competitive-retail-electricity-market
https://www.greentechmedia.com/articles/read/how-fercs-new-ruling-is-upending-the-countrys-biggest-capacity-market#gs.RVUEWRA
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One of the main changes FERC is putting in place with Order 845 is to allow interconnection 
customers to request a level of interconnection service that is lower than the capacity of their 
generating facility.  

1. Utility Dive: FERC Order 845 opens door a little wider for energy storage 

Changes in utility-scale power supply options 
Technological innovation, improved sales and marketing programs, and improvements in customer 
services will continue to occur at the wholesale and traditional utility-scale level of the electric 
business. Some customers may even prefer to maintain the historically traditional utility service 
and its levels of reliability. Some States and Provinces may also prefer this form for regulatory 
reasons or for local economic and social factors.  Additionally, technological innovation may 
continue to lower the cost of utility-scale clean energy supply options such as wind energy, solar 
power and new forms of energy storage allowing them to compete effectively with distributed 
energy resource options. 

Innovative Marriage of Storage and Renewables - During the first half of 2018, we see the continued 
innovation and costs reduction of utility-scale power options, which has been ongoing for many 
years.  The integration of storage technologies with other power generation options, like solar 
power and even gas turbines, is a fast growing area as storage costs are falling.  

Coal and Nuclear Closures Continue - Within the Western Interconnection, an important issue is 
which power investments will be made to replace power previously supplied by retired plants and 
to meet growing power demand. 

Key articles for SDS members in this area are: 
1. The blending of storage and renewables 

• EPS: Arizona utilities apply energy storage to meet transmission expansion needs 
• EPS: General Electric combines battery storage with gas generation 
• EPS: World's First Hybrid Wind-Solar-Storage Project Set for Australia 
• EPS: Wind Turbine Manufacturers Looking to Add On-site Storage 

2. Coal and Nuclear Power Plant closures through 2020 
• EPS: FERC Expects 20 GW of Coal-fired Electricity Generation Retired by 2020 
• EPS: New Report: 75 Coal and Nuclear Plants to Close by 2020 

3. EIA Nuclear Power Outlook 

4. EIA: Power marketers are increasing their share of retail electricity sales 

Changes in State and Federal electric system regulations for reliability 
Federal, State and Provincial agencies directly set rules and standards that the power industry must 
follow to meet electric system reliability. Issues like climate change, cyber-security risks, and 
improved system resilience (in response to damaging climate events or physical attacks) are 
becoming increasingly important as they impact electric system reliability, and will likely lead to 
increased costs for electric power infrastructure. A clear understanding of these developments and 
how they may play out in the longer term will be important for understanding the evolution of 
electric reliability. Additionally, as increasing amounts of distributed generation resources are 
integrated into the system and relied upon in maintaining bulk electric system reliability, the 

https://www.utilitydive.com/news/ferc-order-845-opens-door-a-little-wider-for-energy-storage/521992/?utm_source=Sailthru&utm_medium=email&utm_campaign=Issue:%202018-04-24%20Utility%20Dive%20Storage%20%5Bissue:15035%5D&utm_term=Utility%20Dive:%20Storage
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1431&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1433&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1467&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1451&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1520&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1481&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.eia.gov/outlooks/aeo/section_issues.php#npo
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dynamics of assuring system reliability may change in comparison to what is required in traditional 
utility systems. 

Cyber Security Concerns Continue - During the first half of 2018, we did not note any particular 
large change in this area from recent requirements.  However, within the area we are seeing 
increased attention to cyber-security issues with coordination between Federal and State 
authorities: 

1. EPS: FERC to Issue New Rule on Reporting Cyber-attacks 

We reported in an earlier Trends Report on a 2017 cyber-attack on the US nuclear and electric 
power industries (see EPS: Russian Hackers Penetrated Nuclear Power and Energy Companies' 
Networks).  At the time, there was no indication the hackers breached or disrupted the core systems 
controlling operations at the plants, so the public was not at risk. Rather, they said, the hackers 
broke into systems dealing with business and administrative tasks, such as human resources. 

However, recent articles by the Wall Street Journal, the BBC and others now say the attack was 
much more sophisticated, deeper, and widespread than US official originally said. 

The hackers, a group known as Dragonfly or Energetic Bear, has been traced to Russia and had 
racked up "hundreds of victims", said the Department of Homeland Security (DHS). The attacks are 
ongoing, it added.  The hackers seem to have used tightly-targeted attacks to compromise the 
corporate networks of suppliers and were then able to penetrate utility control systems.  

The Wall Street Journal quoted a DHS spokesman answering a question about how far the hackers 
penetrated, as saying “…far enough to start turning switches on and off…”.  The hackers had the 
capability to cause mass blackouts, but chose not to, and there was no threat the grid would go 
down, the officials said. Instead, the hackers appeared more focused on reconnaissance.  The 
articles emphasized that the attacks are ongoing, and most companies attacked did not know they 
have been attacked.  The report also made mention of the fact that oil and natural gas pipeline 
companies were also attacked, making this series of attacks the most wide-ranging attack on energy 
infrastructure reported to date. 

One of the more interesting aspects of this series of attacks is how the hackers were able to use 
employees and contractors using common phishing software, widely available across the web, to 
convince targets to give up their passwords thereby gaining entrance top control systems.  The 
victims ranged from smaller companies with no major budget for cybersecurity to large 
corporations with sophisticated security networks.  Vendors were targeted because of their direct 
access to the utilities - companies that run diagnostics, update software, or perform other tasks to 
keep the systems running. The victims were not identified. 

2. Associated Press: Russian hackers used phishing tools in 2017 attack on grid  

3. The BBC: Russian hackers penetrate US power stations 

4. The Wall Street Journal via Reuters: Russian hackers penetrated networks of U.S. electric 
utilities 

5. Utility Dive: Russian hackers infiltrated utility control rooms, DHS says 

There were a number of analysts who took exception to the way DHS framed the attacks, saying the 
department overstated the threat, and downplayed the events, noting that by attacking a single grid 

https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1517&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1408&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1408&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://apnews.com/2c17bda4ac704df6be66018197f29912
https://www.bbc.co.uk/news/technology-44937787
https://www.reuters.com/article/us-usa-cyber-russia/russian-hackers-penetrated-networks-of-u-s-electric-utilities-wsj-idUSKBN1KE03F
https://www.reuters.com/article/us-usa-cyber-russia/russian-hackers-penetrated-networks-of-u-s-electric-utilities-wsj-idUSKBN1KE03F
https://www.utilitydive.com/news/russian-hackers-infiltrated-utility-control-rooms-dhs-says/528487/?utm_source=Sailthru&utm_medium=email&utm_campaign=Issue:%202018-07-24%20Utility%20Dive%20Newsletter%20%5Bissue:16319%5D&utm_term=Utility%20Dive
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node, the complexity in both the bulk power system and individual energy assets makes it naturally 
difficult for such problems to spread: 

6. Utility Dive: How vulnerable is the grid to cyber attacks, really? 

We consider cybersecurity an uncertainty for the current scenarios, for WECC in general, and the 
larger US electric grid and infrastructure.  We have put cybersecurity in the Wild Card category as 
the timing, impacts, and reactions of cyber-attacks are highly uncertain. We will continue to follow 
developments in this area. 

Evolution of climate change and environmental issues on electric power service 
Addressing climate change is a central issue in the evolution of the electric power supply system of 
the nation and the world. Other environmental issues like air and water quality and land use are 
also important. Policies set by governmental agencies will influence electric supply and demand 
choices for all customers. The cost of power will be impacted by those policies. How customers see 
and value climate and environmental issues will impact future legislation placed on the power 
industry. 

State and Provinces Continue Support for Renewables - During the first half of 2018, we saw 
continued support of clean energy and renewable energy policies within the Western 
Interconnection.  RPS standards were maintained in States that had put them into place.  We also 
have not found any significant events arise from the Trump Administration’s pull back from the 
Obama Administration’s Clean Power Plan.  The Trump Administration is currently at work on a 
replacement for the Obama Administration’s plan which they feel will be less burdensome to States 
to comply with. 

The following articles shed light on just how hard it is to deal address continuing global warming as 
predictions become less certain, and the transformation of the global electric power system 
continues to move slowly. 

Global Warming Predictions Even More Difficult - One of the more vexing issues in dealing with and 
talking about climate change, or if you prefer, global warming, is the inherent problems is 
developing effective and accurate (as far as possible) models using thousands of variables and 
complex datasets. 

The journal Nature reports that a group of researchers has reduced the uncertainty "in a key metric 
of climate change by 60 percent, narrowing a range of potential warming from 3°C to 1.2°C. And 
that could have implications for how the international community arrives at climate goals like it did 
in Paris."  For the past 25 years, the generally accepted range for this potential warming has stood 
between 1.5 and 4.5°C. 

For WECC planning, this model may indicate a lower boundary of possible global temperature rises 
to consider in both Year 10 and Year 20 planning. 

1. EPS: Global Warming Predictions Becoming Less Uncertain 

https://www.utilitydive.com/news/how-vulnerable-is-the-grid-to-cyberattacks-really/528606/
https://www.cnn.com/2018/05/17/weather/earth-warming-400-month-noaa-climate-trnd-wxc/
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1536&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
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Meeting Climate Goals Not in Sight - A recent study by Ken Caldeira, a senior scientist at the 
Carnegie Institution, looked at the rate of carbon-free power generation added from 2006 to 2015, 
and compared that to what is a generally accepted level of additions to prevent warming beyond 

2OC by 2050: 

As the article notes, the level of additions required is not just financial, political, and technical 
challenges, but the problem of overwhelming scale.  

Global energy consumption is likely to soar by around 30 percent in the next few decades as 
developing economies expand. (China alone needs to add the equivalent of the entire US power 
sector by 2040, according to the International Energy Agency.)  To cut emissions fast enough and 
keep up with growth, the world will need to develop 10 to 30 terawatts of clean-energy capacity by 
2050.  On the high end, that would mean constructing the equivalent of around 30,000 nuclear 
power plants—or producing and installing 120 billion 250-watt solar panels. 

2. MIT Technology Review: At this rate, it’s going to take nearly 400 years to transform the 
energy system 

Evolution of fuel markets in the electric power sector 
All electric power generation requires a fuel source. Historically coal, natural gas, oil, and nuclear 
fuel have been dominant (sunlight, wind and water are not traditionally thought of as “fuel” though 
they serve similar purposes). The transportation infrastructure (including pipelines and storage) is 
also critical to understand the role of fuel use in the power sector, particularly in the natural gas 
sector. How and at what levels these fuels will be used as the power system evolves will be central 
to the how electric reliability will be met. 

Natural gas is of particular importance in the Western Interconnection as a fuel source since it 
powers a significant amount of generation in the area,  especially of power used to assure reliability 
and follow changing power demand conditions. The advent of hydraulic fracturing in contributing 
toward increases in long-term supplies and will likely moderate prices in continuing at this time.  In 
addition, fossil fuel costs are being reduced by the ongoing longer-term process innovations and 

http://www.iea.org/publications/freepublications/publication/WEO_2017_Executive_Summary_English_version.pdf
https://www.technologyreview.com/s/610457/at-this-rate-its-going-to-take-nearly-400-years-to-transform-the-energy-system/
https://www.technologyreview.com/s/610457/at-this-rate-its-going-to-take-nearly-400-years-to-transform-the-energy-system/
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productivity improvements in oil and gas exploration and development industry.  During the first 
half of 2018, we saw no significant development in natural gas markets that would portend a large 
upward or downward swing in prices.   

Shifts in the cost of capital and financial markets 
Power industry assets and investments can cost a lot of money, and often necessitate long-term 
borrowing and debt. Thus, the cost of capital is an essential component in the cost of electric power 
supply (generation, transmission, and distribution), and can influence the choice and use of supply 
options.  Tax incentives and financial structuring of securities can also have significant influences on 
power option choices. As power supply options are determined based on total levelized costs, shifts 
in the cost and availability of financial capital can impact power market evolution. 

Status Quo - During the first half of 2018, US interest rate remained low and there was no shortage 
of capital available for the energy industry.  Recent announcements by the U.S. Federal Reserve 
about plans to slowly raise interest rates by small increments are not seen as a threat to access to 
capital for the energy industry.  Consumer credit conditions in the U.S. appear to be strong and thus 
would not appear to hinder consumer investment in distributed power options should they see value in 
such options.  

Economic growth within the Western Interconnection 
Economic growth is a prime driver in electricity demand growth and thus the need for additional 
power supplies. Economic growth is determined by a wide range of local, regional and national 
factors that play out differently in the States and Provinces in the Western Interconnection. The 
different forms and levels of economic growth which vary across the Western Interconnection 
contribute to varied energy policy responses (prime examples being varied policies in support of 
renewable energy portfolio standards and addressing climate change). In this way, variations in 
economic growth can impact what actions and investments are made to sustain electric reliability in 
the Western Interconnection. 

US Economic Growth in Second Quarter at 4.1% - Up from 2.2% in the first quarter, the US economy 
grew at a rate of 4.1% in the second quarter, the fastest growth since 2014. 

In a real paradox, the growth was 
driven primarily by increased export 
of goods, especially agricultural 
products, e.g., soybeans, as buyers 
speeded up delivery before new tariffs 
came into effect by importing 
countries.  Consumer spending rose by 
4%, but the housing market cooled, 
and inflation rose to 1.8%. 

The third quarter is expected to 
retreat as there certainly will not be as 
many exports as tariffs are now in 
effect, and buyers now have plenty of 
supplies in warehouses. 
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Coupled with 213,000 new jobs in July, and a 4% unemployment rate, the overall US economy is 
showing signs of continued robust growth.  Canada added 31,200 jobs in June, but unemployment 
slipped to 6%.  Alberta continues to struggle, with unemployment dropping 0.3% to 6.5%. 

1. The New York Times: G.D.P. Grew at 4.1% Rate in US in Latest Quarter 

2. Bloomberg: U.S. Growth Hits 4.1%, Fastest Since 2014 

3. The New York Times: Employers’ Hiring Push Brings Workers Off the Bench 

4. The Calgary Herald: Economy adds 31,800 jobs in June 

There is however, one major uncertainty in the near future 

Trade Wars - During the first half of 2018, our primary concern about the pace of economic growth 
in the Western Interconnection is associated with an ongoing tariff war between the US and other 
nations, especially our North American neighbors, Mexico and China, China and the European Union 
(EU).   Many companies in the Western Interconnection have strong ties to imports from and 
exports to Mexico, Canada, China and other Asian nations.   

It is too early to assess the full impact of these tariffs since we are in the first stages of the tariff and 
counter-tariff action, although we are seeing sectors in the US begin to be affected, including pork 
farmers, potato farmers, soybean farmers (prices have dropped 15%),  and manufacturing 
dependent on foreign steel and aluminum.  Recently, the Trump Administration proposed a $12 
billion package to reimburse farmers who have been negatively impacted by the tariffs and at the 
same time has threatened new tariffs on automobiles imported from the EU, and additional tariffs 
on Chinese goods.  

We consider this issue an uncertainty as it could play out over a long period of time with a number of 
unforeseen circumstances and impacts to the states and provinces in the Western Interconnection, and 
we will continue to monitor this area to assess possible consequences. The greatest fear among global 
economists is that continuing escalation could plunge the world economy back into a recession. 

   Recent articles on the trade war include: 
1. The BBC: US to Give Farmers Hurt by Tariffs $12 Billion Bailout 

2. The Washington Post: Trade wars and the $247 trillion global debt bomb 

3. NPR: Tariffs Are Having A Chilling Effect On More U.S. Businesses 

Showing just how fast developments in this area are moving, President Trump and European 
Commission President Jean-Claude Junckerreached an agreement on July 25 for the US and the EU 
to work together to draft a deal to ease the current trade feud.  The agreement is to jointly work 
toward lower tariffs and other trade barriers, and to buy billions of dollars of American soybeans 
and natural gas. We will follow this as it develops: 

4. The New York Times: US and Europe Outline Deal to Ease Trade Feud 

Worldwide developments in the electric power industry  
There are tremendous forces of change impacting the electric power industry worldwide, and we 
are seeing an acceleration of these changes driven by technology, policy choices, (e.g., addressing 
climate change), economics, and public demand. Many of those changes may influence or directly 
impact choices and changes in the US and, specifically, in the Western Interconnection power 
systems.  Examples of these changes may include:  

https://www.nytimes.com/2018/07/27/business/economy/economy-gdp.html?emc=edit_na_20180727&nl=breaking-news&nlid=3074165ing-news&ref=headline
https://www.bloomberg.com/news/articles/2018-07-27/u-s-gdp-growth-hits-4-1-fastest-since-2014-in-win-for-trump
https://www.nytimes.com/2018/07/06/business/economy/jobs-report.html?emc=edit_na_20180706&nl=breaking-news&nlid=3074165ing-news&ref=headline
https://calgaryherald.com/business/economy-adds-31800-jobs-in-june-but-unemployment-rate-rises-to-6-per-cent
https://www.bbc.co.uk/news/business-44945112
https://durangoherald.com/articles/231739-trade-wars-and-the-247-trillion-global-debt-bomb
https://www.npr.org/2018/07/24/631813137/tariffs-are-having-a-chilling-effect-on-more-u-s-businesses
https://www.nytimes.com/2018/07/25/us/politics/trump-europe-trade.html?emc=edit_na_20180725&nl=breaking-news&nlid=3074165ing-news&ref=cta
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• Technology innovations and applications in supply, distribution, and consumer power 
management devices  

• New utility business models and innovative power market structures  
• Changes in the amount of and intensity of financial capital needed to build energy-related assets 

which can lead to preferences for those with short-term financial advantages (i.e., faster revenue 
generation).  

• Changes in regulatory structures and energy supplier business models which can be replicated 
widely across the power industry.  

• Lessons learned from policy choices and implementation that can be replicated widely across 
the power industry  

• International and global developments that impact supply and cost factors in power supplies.  

Innovation in Technology and Business Models - During the first half of 2018 we see developments 
in global power markets continuing to be diverse, but with key influences coming from technology 
innovation in the clean power sector and business leaders seeking new models to manage 
investment and generate returns. 

Regulated utility leaders and private sector companies appear to be looking for new business 
models which allow them to meet end-user customer needs for cheaper, cleaner and more flexible 
power services.  Two views on current developments in the global power arena include: 

1. International Energy Agency: IEA notes reduction in investments in renewables worldwide 

2. Bloomberg: Growth in Worldwide Renewables to Hit 50% by 2050 

3. The blending of renewables and storage 
• EPS: World's First Hybrid Wind-Solar-Storage Project Set for Australia 
• EPS: Wind Turbine Manufacturers Looking to Add On-site Storage 

China has long been a leader in installations of solar power, but earlier this year made a dramatic 
cut in government directed new capacity: 

4. Green Tech Media: New China Policy Drops 20 gigawatts from Expected Solar Capacity 

https://www.theguardian.com/business/2018/jul/17/iea-warns-of-worrying-trend-as-global-investment-in-renewables-falls
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1467&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.wecc.biz/SystemAdequacyPlanning/_layouts/15/listform.aspx?PageType=4&ListId=%7BA675FE69%2D4008%2D4C1C%2DACDF%2DBAE648103A42%7D&ID=1451&ContentTypeID=0x0100728BBD353EAC38499FA7F4990EDE8A54
https://www.greentechmedia.com/articles/read/chinas-bombshell-solar-policy-could-cut-capacity-20-gigawatts?utm_source=Solar&utm_medium=email&utm_campaign=GTMSolar
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